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Abstract

Central Bank Digital Currencies (CBDCs) are one of the biggest

potential use cases of blockchain technologies, whereby fiat currency

transactions are put on a distributed ledger, creating at a minimum

digital cash and opening the door for programmable logic in fiat cur-

rency. CBDCs have already begun to roll-out in different parts of

the world, and large-scale projects look to bring CBDCs to millions,

if not billions, of consumers in coming years. This work summarizes

some common use cases and design considerations of CBDCs from

existing literature, as well as discusses the potential technical and

non-technical issues in a CBDC, particularly from the perspective of

the US. Issues such as system decentralization, performance, and pri-

vacy are discussed and solutions proposed for mitigating the issues

that may arise, including contributions regarding geographic segmen-

tation of CBDC chains, the concept of international alloy CBDCs, and

the use of zero-knowledge proofs as a privacy-compliant alternative to

on-chain transaction data storage. Though the complexity of CBDCs

likely lack a true one-size-fits-all solution for all nations, this work

describes some common scenarios that would help guide engineering

and policy choices for CBDCs.
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1 Introduction

While blockchain technologies may have taken the public zeitgeist by

storm in recent years, championed largely by cryptocurrencies such as Bit-

coin, the large-scale public impact of blockchain technologies still remains

brewing under the surface in the form of Central Bank Digital Currencies

(CBDCs). CBDCs have gone from ideation to implementation in less than

a decade and represent one of the biggest opportunities for central banks in

recent decades to provide an augmented set of economic indicators and mone-

tary policy tools [1]. The recent rollouts of CBDCs in many countries — most

notably China with the Digital Yuan — has prompted many large Western

economies such as the US Federal Reserve and the European Central Bank to

look into and even begin developing their own CBDCs, but many questions

remain as to specific implementation details [2] [3] [4]. CBDC design choices

will be precipitated by a number of technical and political factors, which will

likely prevent a one-size-fits-all solution.

CBDCs are defined by the R3 Consortium as a “digital payment instru-

ment and store of value issued by and as a liability of a jurisdiction’s central

bank or other monetary authority” [5]. While cryptocurrencies have histori-

cally come from a libertarian ideological backing, promising decentralization

away from governmental authorities, CBDCs flip this paradigm, with central

banks (in the US the Federal Reserve System) playing the part of guar-

anteeing the chain’s digital token as an equivalent to paper fiat currency.
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These tokens, which represent digital versions of the local fiat currency, can

therefore be thought of as “digital cash” at a minimum, and “programmable

money” in a much more expanded sense [6]. In this regard, CBDCs can be

seen as distant cousins to stablecoins such as Tether (USDT), but in CBDCs

every token is precisely 1 of that currency because fiat is defined as what the

Central Bank says it is, rather than an approximation as with stablecoins [7].

CBDCs would allow for a greatly expanded set of monetary policy tools for

central banks, as is covered in USE CASES AND REQUIREMENTS.

Despite their nascence, CBDCs are now being rolled out across the world.

2 Current Global Status

In a 2020 survey of more than 65 central banks, which represent 91%

of global economic output, on the status of their CBDC considerations (if

any), 86% of respondents said that they were looking into the possibility of a

CBDC. Furthermore, nearly 60% of respondents said they were undergoing

proof-of-concept trials with CBDCs, and 14% said they were undergoing pilot

arrangements [8].

This past year also marked the first time a CBDC had gone live, with

the Central Bank of the Bahamas launching the Sand Dollar, a digital cash

equivalent of the Bahamian Dollar [9]. On a much larger scale, China has

soft-launched the Digital Yuan in several cities in the early months of 2020,

even utilizing the Lunar New Year celebrations to roll out the currency [2].
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While technical details have remained scant on the Digital Yuan, it shows

that CBDCs will not be relegated to a novelty for only small nationstates.

Recently, both the European Central Bank and the Federal Reserve have

stated that CBDC projects are high-priority in nature over the coming years

[4] [3]. Given the rollout of the Digital Yuan in China, increased political

pressure may increase the focus of central banks into developing and launch-

ing CBDCs. Several other notable examples of CBDC developments include

Canada, Jamaica, Japan, Singapore, and Sweden [8] [10] [11].

While not specifically a CBDC, Diem (formerly Libra) by the Diem As-

sociation led by Facebook represents an interesting tangent to CBDCs, with

the promise of international payments made up of a collection of stablecoins

of various global currencies [12]. While scrutiny from regulators has delayed

the intended launch of Diem, it still represents a potential use case for in-

teroperability between CBDCs, considering the Diem Association is already

expected to act as a “de facto central bank,” which in turn might be used to

issue Libra tokens akin to a CBDC [13].

3 Use Cases and Requirements

CBDCs have become a hot topic for central banks because of what they

can potentially do for improving economic policy control and for improv-

ing economic efficiency. Most obviously, CBDCs serving purely as a digital

substitute for physical fiat currency would improve efficiency [14] [15]. In
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addition, CBDCs would serve as a way to reach the potentially millions of

unbanked individuals within a central bank’s jurisdiction, with the central

bank serving as a rudimentary commercial bank for individuals who would

otherwise lack access to basic financial services [14] [15]. CBDCs could also

be used to help identify and minimize cases of fraud and tax evasion in areas

that are prone to money laundering and minimize “off-the-books” transac-

tions [14] [15]. Not only do CBDCs have the potential to provide finer grain

control for existing central bank policy prescriptions, but they also would

allow for a new array of potential economic policy tools for central banks

that are well beyond the current scope of possibility.

As a means of augmenting existing central bank functions, CBDCs would,

at a minimum, provide central banks with a far deeper and finer degree

of macroeconomic data to work with. The Federal Reserve’s Summary of

Commentary on Current Economic Conditions publication (“Beige Book”) of

economic activity could be hypothetically transformed into a live dashboard

with instantly-updating data, summarizing up from the transaction to the

national level [16]. But beyond expanding data, policy knobs such as interest

rates could be managed at a finer level of detail, such as allowing the central

bank to increase and decrease the money supply via a process similar to coin

mining/coin burning in the cryptocurrency space, potentially making open

market operations by central banks obsolete. In this sense, the colloquial

“turning on the printer” would be replaced by an effective “copy-cut-paste”

paradigm.
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These possibilities are extensions of existing central bank powers, but

CBDCs also have the potential to open an entirely new array of policy tools.

For example, CBDCs could effectively program currency, adding in positive

and negative rights of use. Economic stimulus payments were a hot-button

issue during the course of the COVID-19 pandemic, with policy questions if

the money would effectively circulate around the economy [17]. A CBDC-

enabled central bank could have the power to send stimulus checks with

preconditions, such as requiring the money to be spent within a specified pe-

riod of time or preventing the digital cash from being deposited in a financial

institution, an effective “use it or lose it” memorandum to ensure that the

money is being used to stimulate the economy. Even beyond the irregular-

ity of stimulus payments, regular forms of welfare could also be augmented

to come with strings attached, ranging from universal basic income to food

stamps (this is not an endorsement of those strings, just that it is possible)

[1]. In this sense, CBDCs allow the possibility of altering the fungible nature

of currency: a dollar with no restrictions is practically worth marginally more

than a dollar with restrictions (though these restrictions could be ephemeral,

and are not necessarily permanent).

Depending on political leanings, the above possibilities may either seem

incredible, horrifying, or both. CBDCs will come in many different forms,

and will ultimately be heavily influenced by cultural and political norms. The

focuses of these potential design differences are discussed in the DESIGN

CHOICES section, but all CBDCs will have a baseline set of requirements
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- engineering logic such as“2+2=4” and resistance to security penetrations

are universal. These baseline requirements for CBDCs are well documented

and will not be delved into extensive detail here [1]. At a high level, CBDCs

will need to be a comparable substitute to traditional fiat for end users in

terms of convenience and acceptability, at least initially. CBDC payments

will need to be highly available and near instant, where payments are able to

be made at any time, anywhere (including offline for short periods), with al-

most no settlement time. System security and resiliency to cyberattacks will

be of paramount importance, given the risk of financial loss if programmed

incorrectly [1].

4 Design Choices

Central banks will be faced with numerous design choices for their CB-

DCs, which will be influenced heavily by political objectives and technical

requirements in their respective nations. And as there is no one-size-fits-all

policy objective for something as large and as varied as a national economy,

so too will there not be a single CBDC design that works for all central

banks. Some design choices that are relevant in the discussion of CBDC de-

sign include level of centralization in the system, performance, and privacy

and transparency.
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4.1 Centralization vs. Decentralization

In a traditional database, or even general information system, data is

stored in a centralized manner. When a search request is made to Google, in-

formation is stored on and retrieved from some of Google’s data centers, with

the entity of Google.com serving as the central arbiter in the system. Even if

there are multiple physical data centers, the illusion of one singular Google

is given to the user, representing a central system. The appeal of blockchain

technology is that the need for centralization is no longer a requirement.

Cryptocurrencies, which are largely powered by blockchain, generally keep

this promise of decentralization a core tenet of the system - Bitcoin, for ex-

ample, is stored on millions of nodes. But, this decentralization comes at

a cost in regards to performance - whereas Visa is able to process tens of

thousands of transactions per second at peak performance, a transaction in

Bitcoin could take about an hour to completely settle [18] [19]. Generally

speaking, increased centralization leads to faster settlement and consistency

times, across all forms of distributed systems. While there have been perfor-

mance improvements in this area of nearly pure decentralized systems such

as Stellar, decentralization is a hard selling point for a central bank from a

political perspective [20]. A central bank is unlikely to design a system where

it does not have authority over the members of that system, which makes

the performance of decentralized systems a moot point for CBDCs.

Rather than a purely decentralized architecture, one can imagine a state

of semi-centralization, where governmental entities, such as the Federal Re-

8



serve and its member banks, are given additional power within the system

to serve as arbiters in the network. Semi-decentralization opens the door for

increased performance as covered in the PERFORMANCE section, but

also allows for a more politically palpable sell. Semi-centralization could also

include putting a requirement on financial institutions to do heavy lifting in

monitoring network health, including letting commercial banks serve as val-

idator nodes on the system. End users would not be able to store full copies

of the CBDC history from a storage perspective, but could be implemented

in a structure similar to light nodes on a traditional blockchain system [21].

In addition to just the level of centralization with regard to node dispersal,

the level of tiers in the system must also be selected. In existing CBDC

literature, there is the general consensus of two types of vertical architectures

for CBDCs: one-tier and two-tier systems [15]. In one-tier systems, the

central bank interacts directly with end users, and in the two-tier system,

the central bank interacts with commercial banks, which in turn interface

with end users [5].

The two-tier system is much closer to what currently exists in most West-

ern democracies, and it seems unlikely that central banks would want the

additional overhead of dealing with end users via the one-tier system (at

least initially), let alone considering the significant potential for push back

from commercial banks on this move. The importance that the familiarity

of a two-tier structure provides also cannot be understated from a consumer

perspective: privacy concerns likely become mollified if a new system has
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participants directly transacting with the same parties as the old system.

The two-tier system also allows the current set of segregation of duties that

exist between commercial banks and the central bank to still largely be left

in place. Consumers are at least marginally aware that their transactions

are visible to a bank or credit card company for transactions with a check or

credit card and would be in a situation where their transactions are still being

processed by these institutions. In conjunction with this, roll-out for a two-

tier system may be done in phases by each individual tier. A phased roll-out

would likely start at the central bank-commercial bank tier as it is easier to

coordinate among a relatively small number of financial institutions and the

central bank on requirements rather than coordinating a large-scale public

roll-out to the general public. The infrastructure for the first tier could be

quietly built out, with no potential change to the individual consumer until

the roll-out of the second tier.

4.2 Performance

Performance considerations, like most design considerations with CB-

DCs, will be heavily country specific. For reasons that should be apparent,

The Bahamas will need a very different performance benchmark on trans-

actions per second compared to the United States, based on differences in

population magnitudes alone. While literature is scarce at estimating exactly

how many transactions involve USD occur per second, Visa alone performs

about 1,700 transactions per second with the ability to scale up to 65,000
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transactions per second [18]. This benchmark would serve as an absolute

floor for what a US CBDC system would need to effectively operate at when

one considers that Visa is only one single credit card provider, and that only

approximately one quarter of all consumer transactions in the US utilize

credit cards [22].

For this reason, larger economies such as the US, may need to explore

some form of segmentation when considering how to effectively scale to these

large transaction rates. Currently, semi-centralized distributed ledger tech-

nology (DLT) systems such as Hyperledger Fabric are able to scale to 10,000-

20,000 transactions per second, with the goal of eventually hitting 100,000

transactions per second [23]. Perhaps most obvious method of segmentation

to alleviate the performance issue bottleneck is geographic, considering that

most consumer transactions exist within a given geographic area and that

commercial transaction laws would already need to consider geographical

boundaries for taxation and regulatory purposes.

One could imagine different segmentations of a CBDC network at the

state level or local level in the US, with jurisdiction-specific laws programmed

into the network to reflect regulations and overarching federal networks for

transactions that cross these boundaries, similar to existing regulations in

the realm of the Commerce Clause [24]. With periodic reconciliation between

these networks, the performance thresholds needed can potentially become

orders of magnitude less than the national requirements. This segmentation

could allow for increased parallelism in a system and take load off of partic-
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ular bottlenecks in a system. In addition, operating under the assumption

of a two-tier architecture, multiple tiers of transactions and multiple inter-

mediaries at the commercial bank level would further help to reduce stress

points in the system (e.g., a commercial bank would only need to worry about

the consumer transactions that directly involve an account from that bank).

While multiple chains add in a layer of complexity regarding cross-chain

transactions, recent developments in the space of semi-centralized blockchain

assets such as Ripple could be used a reference for making this technically

feasible [25] [26].

In the case of particularly “global” currencies such as the US Dollar,

considerations will also need to be made to consider the significant amount of

transactions that may occur outside the true jurisdiction of the central bank

issuing the digital currency. Not only does the USD serve as the world’s

reserve currency, but there are also several countries that officially utilize

the US dollar, and many dozen more that either peg their currency to the

dollar and/or utilize the dollar for sufficiently large/important transactions

[27]. In fact, the Federal Reserve Bank of St. Louis even estimates that

60%, or the outright majority of US dollars are in circulation outside the US

[28]. The global power-play for international reserve currencies has been well-

documented, and it is not unlikely that major economic players will utilize

CBDCs as a chance to grow their currency’s power globally [29].

This geopolitical consideration may require some level of network segmen-

tation away from the main network that is technically outside the jurisdiction
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of the central bank. As discussed earlier, CBDCs allow for the possibility

of removing true fungibility in currency and could theoretically be used to

segment currencies at almost a “flavor” level: the Republic of Palau, which

has the USD as the official currency, could program a set of restrictions to

create a Palaun-flavored USD [30]. This alloyed CBDC could theoretically

still be interoperable with the regular USD CBDC, and the Palaun restric-

tions could be ignored if used in the US. The politics that would be involved

with negotiating what restrictions, if any, would be permissible between na-

tionstates is well-beyond the scope of this paper, but the possibility exists

nonetheless.

4.3 Privacy and Transparency

Perhaps the aspect of CBDC design that will vary the most among

countries based on cultural norms, rather than purely technical requirements,

will be that of designing between privacy and transparency. The general

trade-off that exists between privacy and transparency is well-documented,

and is not specific to CBDC design.

Due to the ever-evolving nature of privacy regulations such as GDPR or

the CCPA, CBDCs will need to be flexible when considering the possibility of

storing sensitive user information on the network [31] [32]. Even if personal

data is sufficiently encrypted, the immutability of a blockchain-based CBDC

would render complexities when considering privacy regulations such as “the

right to be forgotten,” considering that blockchain histories cannot be truly
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forgotten. In addition, different privacy regulations in different jurisdictions

would dramatically increase the required customization that would need to

exist in a CBDC if data were to be stored on chain. For example, if the US

faces 50 different privacy regulations for 50 different states, a set of possi-

ble transactional relationships needs to consider all possible combinations of

these subdivisions, which would balloon to ‘C(50, 2) = 1225’ transactional

relationships even when only considering two party transactions.

Rather than storing personal information on the network in transactions,

the use of third-party verifiers for personal information, such as Sovrin, could

be utilized to help avoid this issue of data sovereignty in combination with

zero-knowledge proofs [33]. Zero-knowledge proofs are well-documented in

their ability to provide verification of facts without revealing what the under-

lying facts are [34] [35]. In the context of a CBDC, this form of transacting

could even be able to enhance privacy for consumer transactions. In a modern

scenario, a situation where a consumer attempts to buy an alcoholic bever-

age would currently require the showing of an ID card, with name, drivers

license, and other personal information only to convey the required field of

birthdate to the bartender. A zero-knowledge verification scheme could send

the result of the question “is this customer at least 21 years old?” to the

bartender, with no other fields revealed. While zero-knowledge verification

would not require a CBDC for implementation, a CBDC could likely build

out the social infrastructure needed to make identity verification systems

mainstream, as a byproduct of not storing information on the CBDC itself.
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5 Conclusion

Central bank digital currencies represent the likely future (and in some

limited cases, present) of currency as we know it today. CBDCs will be

subject to a rapid phase of expansion and maturity in the coming years and

will be influenced in a dynamic environment of changing technology and

political pressures. The design choices faced by central banks in the areas of

centralization, privacy, performance, and regulatory security will be highly

variable based on a number of country-specific factors.
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